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ABSTRACT

With data storage and sharing services in the cloud, users can easily modify and share
data as a group. To ensure shared data integrity can be verified publicly, users in the group need
to check whether the data is intact. For sccurity reasons, once a user is revoked from the group,
he is not granted access 10 the resources. Even if the user misbehaves in the cloud one is blocked.
We propose a novel public auditing mechanism for the integrity of shared data with user
revocation in mind. In addition, a public verifier is always able to audit the integrity of shared

data without retrieving the entire data from the cloud. Moreover, our mechanism is able to

support batch auditing by verifying multiple auditing tasks simultaneously.
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