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ABSTRACT

The wireless sensor network is one of the highly anticipated key contributors of the big
data in the future networks. Wireless sensor networks (WSNs), with a large number of
cheap, small and highly constrained sensor nodes sense the physical world, has very
broad application prospects both in military and civilian usage, including military target
tracking and surveillance, animal habitats monitoring, biomedical health monitoring,
critical facilities tracking. However, the technique still has the inherent security
problems, such as eavesdropping, reply attacks, data forge and data tampering, etc.

Hence. designing a secure data aggregation method is very significant for WSNs. The

security proof indicates that our 1D based aggregate signature scheme for wireless

sensor networks can ensure the integrity of the data and reduce the communication and

storage cost. The detailed security proof is given based on the computational Diffie-

Hellman assumption in random oracle mode
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