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ABSTRACT

Attackers break data confidentiality by acquiring cryptographic keys, by means of coercion or backdoors
in cryptographic software. If the encryption key is exposed, data confidentiality is tough to preserve. The
only way is to limit the attacker’s access to the cipher text. The cipher text can be spread across servers
in multiple administrative domains, assuming the adversary cannot compromise all of them. But if the
existing schemes are used for data encryption, an adversary equipped with the encryption key can still
compromise a single server and decrypt the cipher text blocks stored therein. In our paper we propose
Bastion , a novel and efficient scheme that guarantees data confidentiality even if the encryption key i
leaked and the adversary has access to almost all the cipher text blocks .We analyze the security o
Bastion and evaluate its performance by means of a prototype implementation . Our evaluation result

suggest that Bastion is well-suited for integration in existing systems.
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